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Requirements for IM

Statements must be:

Verifiable

Minimal

Unlinkable



X.509 and IM

X.509 certificates are:

Verifiable

Minimal

Unlinkable



Single-use X.509?

Single-use X.509 certs are:

Verifiable

Minimal

Unlinkable



Self-signed X.509?

Self-signed X.509 certs are:

Verifiable

Minimal

Unlinkable



And Don’t Forget...

Unless the underlying 
network provides 
anonymity everything 
is linkable anyway


